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The Ponton X Suite is a Java-based B2B integration infrastructure supporting major communication standards such
as ebXML, AS1, AS2 and AS3 providing secure peer-to-peer integration over the Internet (P2P over IP). This
technology supersedes well-known standards from the past such as EDIFACT and replaces expensive proprietary network
technology (VAN) with cost-effective yet equally secure and reliable IP-based communication. The result is a
significant reduction in total cost of the B2B infrastructure for all companies involved. More than 150 companies worldwide

including many global players have been using the Ponton X Technology successfully for several years.

Ponton X/P

The B2B data exchange infrastructure

As the core element of the Ponton X Technology, Ponton
X/P delivers the data transfer technology that, above all,
provides extensive security and reliability but also
offers functionality to ensure completely transparent
communication with all business partners. Automating
tasks such as archiving or notification increase
productivity even further.

Ponton X/D

The XML/database adapter

Another component of the Ponton X Technology is Ponton
X/D. It provides the universal connector and mapping tool
between Ponton X/P and different databases or ERP-
systems. Due to Ponton X/D's flexibility and sophistication a
direct Application-To-Application integration between
companies can be accomplished.

The Ponton X Technology consists of 2 main components
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Ponton X/P Features

e  Maximum security and reliability based on ebXML, AS1,
AS2 or AS3 as the communication protocol

e  Completely transparent communication with business
partners based on detailed audit trails for the
exchanged data

e  Automatic archiving including signatures,
acknowledgements etc.

e  Encryption of documents based on RSA, 3DES, AES

e Validation of documents against XML schema

e  Compression of documents to less than 10% of their
original size

e Configurable notification service for any type of event

e Synchronous or asynchronous data transmission via
HTTP, HTTPS or SMTP (optional S/MIME encoding)

e  Support for document description standards such as
XML, EDIFACT, ANSI X12, papiNet or EFETnet

e  Content based message routing

e  Use of the Ponton CA or other Certification Authorities

such as VeriSign®, Thawte® or GIobaISign®

e  Configuration and monitoring via Web interface

e  Web Services support for Back-End integration

e Fast and easy installation and configuration including
the integration of new business partners

e Can be clustered for performance or fail-over purposes

e Based on Java and works under Windows 2000, XP,
Vista, 2003, AIX, Solaris, Linux, HP/UX
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Ponton X/D Features

e Supports JDBC-enabled database-systems such as
Oracle, IBM DB2, MS SQL Server, Informix, Sybase,
MySQL and current back-end applications such as SAP
R3, J.D. Edwards, Prism and many other proprietary
ERP-applications

¢ Distribution of documents to multiple target databases
or creation of outgoing documents from multiple
databases in parallel

¢ Flexible mapping between databases, flat-file-formats
and XML-files

e XML documents can trigger “Insert” or “Update”
database mappings

e Supports mapping of Gigabyte size messages

e Supports XML namespaces

e Mapping rules can be drastically expanded by using the
Jython scripting language which also allows access to
Java, custom objects and any XML API

e Static, dynamic or calculated creation of XML content

e Validation support for mapping configuration

e Transactional database operations with rollback support
and definition of fallback mappings

e Integration with Ponton X/P for data exchange

e “Standalone mode” to connect with XML hotfolder

e “Direct Connect” mode to couple 2 X/D modules for
Database-to-Database mapping

e Based on Java and works under Windows 2000, XP,
Vista, 2003, AIX, Solaris, Linux, HP/UX
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Benefits of using Ponton X Technology from a
business perspective

Productivity increase by automation of transactions
such as orders, invoices, shipment notices etc. Based
on customer feedback the increase can be as much as
70%

Communication errors are almost entirely eliminated
since all business rules are built into the transaction
logic. Sophisticated cross-check mechanisms can be
created to reduce human intervention to the absolute
minimum

Completely transparent data exchange with
sophisticated logging and automatic archiving provides
audit trails on all transactions making them traceable
and therefore indisputable

A flexible licensing model provides low total cost of
ownership. Since there is no transaction related cost,
neither an increase in data volume nor an increase in
communication partners will have an effect on overall
cost
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signing

Select the signature algorith,

Build PKCS#7 Signature

Enable buiding of PKCS#7 signatures

attach Signing-Certificate

PKCST allows to include the signing certificate. This results in a larger signature data block, but it allows the receiver to install the certificate if it s not known ye
Encryption

1t recommended to encrypt messages to achieve secure messaging

Compression

Pleasa select the compression type if messages should be compressed. Default value s ‘ZLib'
validation

Enable sl validation for incoming/outgoing messages.

Using electronic signatures, encryption, compression and
validation of documents is as easy as checking a box

Benefits of using Ponton X/D

The large variety of supported databases in
combination with the ability to access different
databases in parallel is ideal for complex,
heterogeneous environments providing scalability and
flexibility

The transformation of database- or ERP-System content
into XML can be static, dynamic or calculation-based.
The possibility to use Jython-scripting ensures precise
execution of business rules

Rollback support and definition of fallback mappings
provide security and ensure data integrity during the
mapping process

Ponton Consulting GmbH
Dorotheenstr. 60

22301 Hamburg

Germany

on X/ P ® Ponton Consulting GmbH

Licensed for: Ponton Internal, Days Left: 841

[search: ______________||[Number of Messages: 28/ Page 1of 5 S
Sender | Al - =
=3 Page 1(2006-1027 17:11:31GEST) ~
Receiver Al hd
) ‘ [Fiessage 10 ] ‘
Type All business documents - =1
20051027 o 11000008 Torg
Schema Al = L 711031 CEST‘M‘D 1160408513293@aquila.ponton.local| Usage Adquil Eichhorn I
Set 2006-10-27 FCTET Jérg
2 |, 2 NiID-1 160408515253 Gadule.pontonscal Complaint sauia | Bre | w
e IS PR T T— S = i - S
o4 2006-10-27 - 4@ver onton.local Jorg v
Log nf 4 |, 25%515°27 hio-1161961 250284 @venus pontonocal "rQ EERIETEE
= [ [ 200-1027 [ 10 | e Y
2 5 |i7:10017 cestO-t 181061 Eichhom | A9¥l® | ©
Conversation id 2006-10-27 % v . Jorg
6 |17:07:21 CESTM‘D 1161961298282@venus.ponton.local| Invoice Eichhorn Aquil oy
LS =D Page 1(2006-10-27 171131 CEST) ¥
g
outgoing
Incomin g o
Date: Time:
(yyyy-mm-dd) (hh:mm) -
From 20061026 24
. a HTMLVessage = e & =
I e e o=
page =
7006-1037
e E x [<<[ <<[<<[<<
Search 2006-1027 |, -
17:11:25 CeST
051027 |
17111125 CEST 0 |Message decrypted : ASN1 object processed x
2006-10-27 | oo | Message decompressed : 556 bytes -> 1701 bytes .
17:11:25 CEST (1)
0051027 |; ;
17:11:25 CEST 1 | Signat using SHA1withRSA x
2006-10-27 61 validated : (Papinet Complaint x
17:11:25 CesT
2006-1027 | o for Adapt .
1711126 CEST
2006-1027 et
17:11:26 CesT | 2 === = .

Ponton X/P Message Monitor for reliable, secure and completely

transparent communication with all business partners

Benefits of using Ponton X Technology from a
technological perspective
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Platform independent Java technology will run on all
commonly used operating systems

Support for globally accepted standards such as XML,
EDIFACT, ANSI X12, ebXML, AS1, AS2 and AS3
provides the basis for data exchange with business
partners worldwide

Full data security and integrity through implementation
of security standards such as PKCS and XML Signatures
Use of standard X509 Certificates issued by Certification
Authorities such as VeriSign®, Thawte®, GlobalSign® or
the Ponton CA

Excellent support services for fast and professional
problem resolution

Unlimited binary payload capability means any type of
data can be exchanged (i.e. PDF, Word, Excel etc.)
Fast and easy integration of new business partners
Intuitive user interface and proven reliability ensure
seamless integration into existing systems

ERP-System or Database Ponton X/D XML Document
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Ponton X/D schematic overview of data flow
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New features in Ponton X/P 3.0

Multiple certificates per Partner

In Ponton X/P 3.0 a pool of certificates can be built up
for each Partner. An expired certificate will be
replaced automatically by a valid new one.

Loopback transfer
Ponton X/P 3.0 allows the message exchange between
two local Partners.

XML Modification filters

Ponton X/P 3.0 can modify incoming as well as
outgoing XML messages in regard to their encoding,
line endings and envelope simplifying the integration
with backend systems and the communication with
Partners using an older X/P version or a different
messaging system. It is now possible to use different
xml encodings for different partners while still using
just one encoding for your backend. Additionally it is
possible to improve the human-readability by applying
a “pretty-print” modification.

Processing Exceptions

Different payload processing can be applied based on
message type. This allows i.e. signing of specific
messages, while other messages are not signed.

Content based outbound routing
Rules can now be configured to use alternative
destination URLs when sending out messages.

ebXML Message Status requests

Ponton X/P 3.0 realizes optional ebXML 2.0 features
like Message Status. This includes the possibility to
check how the transmission of a message sent by your
Ponton X/P proceeds, especially if the message has
been received by your business partner’s backend
system.

ebXML Message Ordering

This ebXML 2.0 feature allows to define an order in
which a set of messages will be delivered from your
business partner’s messaging software to his backend
systems.

X12 / EDIFACT recognition

Ponton X/P 3.0 recognizes sender, receiver and
message ID in documents configured according to the
X12 or EDIFACT standard.

FTP based communication

The Ponton X/P Listener can now accept incoming FTP
transmissions. The Ponton X/P Messenger can also
transmit outbound messages via FTP.

Integrated Application Updater

Notifications about new application updates are shown
on the status page and can be downloaded and
installed via the web-interface.
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AS3 / Plain message packaging

Ponton X/P 3.0 now also supports the FTP based AS3
communication and a “plain” mode where business
messages can be transmitted and received without any
packaging to allow communication with partners that do
not use a B2B messaging application.

Configuration import

Ponton X/P 3.0 can import main parts of the
configuration plus the database from a previous X/P
Messenger installation of the versions 2.1 to 2.4, so that
your new 3.0 installation is ready to send and receive
messages right away.

SingleSignOn

Ponton X/P 3.0 is available as SSO version for MS
Windows 2003 Server and MS Windows 2000 Server
Operating Systems. If you use Active Directories in your
local network, you can integrate the access rights to the
Ponton X/P GUI into your global user administration.

Enhancements

Database reconnection
Changes in the database configuration can now be
adopted without restarting the X/P 3.0 Messenger.

Multiple addresses per protocol
In Ponton X/P 3.0 several HTTP and HTTPS addresses
for each Partner can be set up.

Improved Logging in Listener

The retention time of log files in the Listener is now
configurable. More details are logged for better problem
investigation.

Better Listener Status Pages
For improved monitoring all Status Pages now contain
timestamps and request IP addresses.

Architectural Changes

Built-in Server

Ponton X/P 3.0 uses an integrated HTTP server instead
of Apache Tomcat as in previous versions. You can
easily set up multiple HTTP/S ports with access to
selected components of the application via the GUL.

Transfer of bigger documents
Maximal payload size of documents to be transferred
has been increased from 150 MB to 1 GB.

GUI customized versions

Features and options of Ponton X/P 3.0 that are not in
use in your company can be masked out to facilitate the
handling of the GUI.
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